
CONTENTS 

Introduction} ix 


1 The Google Doctrine 1 


5 Hugo Chavez Would Like to Welcome 


8 Open Networks, Narrow Minds: Cultural 


9 Internet Freedoms and Their 


2 Texting Like It's 1989 33 


3 Orwell's Favorite Lolcat 57 


4 Censors and Sensibilities 85 


You to the Spinternet 113 


6 Why the KGB Wants You to Join Facebook 143 


7 Why Kierkegaard Hates Slacktivism 179 


Contradictions of Internet Freedom 205 


Consequences 245 


vii 

Terry
Rectangle

Terry
Typewritten Text

Terry
Typewritten Text

Terry
Typewritten Text
Morozov, EvgenyThe Net Delusion2012



v iIi 	 ( ' I1/1lt' /II ,\ 

10 	 Making History (More Than a 
Browser Menu) 275 

11 The Wicked Fix 301 


• 


Acknowledgments, 321 

Bibliography, 325 

Index, 395 

About the Autholj 409 

INTRODUCTION 


For anyone who wants to see democracy prevail in the most hostile and 

unlikely environments, the first decade of the new millennium was 

marked by a sense ofbitter disappointment, ifnot utter disillusionment. 

The seemingly inexorable march of freedom that began in the late 

1980s has not only come to a halt but may have reversed its course. 

Expressions like "freedom recession" have begun to break out of the 

think-tank circuit and enter the public conversation. In a state of quiet 

desperation, a growing number ofWestern policymakers began to con

cede that the Washington Consensus-that set ofdubious policies that 

once promised a neoliberal paradise at deep discounts-has been su

perseded by the Beijing Consensus, which boasts of delivering quick

and-dirty prosperity without having to bother with those pesky 

institutions of democracy. 

The West has been slow to discover that the fight for democracy 

wasn't won back in 1989. For two decades it has been resting on its lau

rels, expecting that Starbucks, MTV; and Google will do the rest just 

fine. Such a laissez-faire approach to democratization has proved rather 

toothless against resurgent authoritarianism, which has masterfully 

adapted to this new, highly globalized world. Today's authoritarianism 

is of the hedonism- and consumerism-friendly variety, with Steve Jobs 

and Ashton Kutcher commanding far more respect than Mao or Che 

Guevara. No wonder the West appears at a loss. While the Soviets could 

be liberated by waving the magic wand of blue jeans, exquisite coffee 
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machines, and cheap bub blc gum, o nc C..111'( pull l ll ~ 'i,\ln~ tI lL/{ on 

China. Mter all, this is where all th ose Westcrn goods co mc from. 

Many of the signs that promised further democratization just a few 

years ago never quite materialized. The so-called color revolutions that 

swept the former Soviet Union in the last decade produced rather am

biguous results. Ironically, it's the most authoritarian of the former So

viet republics-Russia, Azerbaijan, Kazakhstan-that found those 

revolutions most useful, having discovered and patched their own vul

nerabilities. My own birthplace, Belarus, once Singled out by Con

doleezza Rice as the last outpost of tyranny in Europe, is perhaps the 

shrewdest of the lot; it continues its slide into a weird form of author

itarianism, where the glorification of the Soviet past by its despotic 

ruler is fused with a growing appreciation of fast cars, expensive holi

days, and exotic cocktails by its largely carefree populace. 

The wars in Iraq and Mghanistan, which were started, if anything, 

to srrcad thc gospel offreedom and democracy, have lost much of their 

illil ial cmn ncipato ry potential as well, further blurring the line between 

" ' Cg Il11l' change" ~lI1d "democracy promotion." Coupled with Washing

lon 's unn CCCSS:1 ry ab uses of human rights and rather frivolous interpre

LHi()ns of in LCJ"n::lti onal.l awj these two wars gave democracy promotion 

such a bad name that anyone eager to defend it is considered a Dick 
hcney aco lyte, an insane idealist, or both. 

I t i.s thus easy to forget, if only for therapeutic purposes, that the 

·West still has an obligation to stand up for democratic values, speak up 

about violations ofhuman rights, and reprimand those who abuse their 

office and their citizens. Luckily, by the twenty-first century the case 

for promoting democracy no longer needs to be made; even the hardest 

skeptics agree that a world where Russia, China, and Iran adhere to 
democratic norms is a safer world. 

That said, there is still very little agreement on the kind ofmethods 

and poliCies the West needs to pursue to be most effective in promoting 

democracy. As the last few decades have so aptly illustrated, good in

tentions are hardly enough. Even the most noble attempts may easily 

backfire, entrenching authoritarianism as a result. The images ofhor-

IIIIL PIIS{1Ilcr ,dJUsi,; at Ab u C hraib were the result, if only indirectly, of 

ne part icular approach to promoting democracy. It did not exactly 

work as advertised. 

Unfortunately, as the neoconservative vision for democratizing the 

world got discredited, nothing viable has come to fill the vacuum. 

W hile George Bush certainly overdid it with his excessive freedom

worshiping rhetoric, his successor seems to have abandoned the rhet

oric, the spirit, as well as any desire to articulate what a post-Bush 

"freedom agenda" might look like. 

But there is more to Obama's silence than just his reasonable attempt 

to present himself as anti-Bush. Most likely his silence is a sign of an 

extremely troubling bipartisan malaise: the growing Western fatigue 

with the project of promoting democracy. The project suffers not just 

from bad publicity but also from a deeply rooted intellectual crisis. The 

resilience ofauthoritarianism in places like Belarus, China, and Iran is 

not for lack of trying by their Western "partners" to stir things up with 

an expectation ofa democratic revolution. Alas, most such Western ini

tiatives flop, boosting the appeal of many existing dictators, who excel 

at playing up the threat offoreign mingling in their own affairs. To say 

that there is no good blueprint for dealing with modern authoritarian

ism would be a severe understatement. 

Lost in their own strategizing, Western leaders are pining for some

thing that has guaranteed effectiveness. Many of them look back to 

the most impressive and most unambiguous triumph of democracy 

in the last few decades: the peaceful dissolution of the Soviet Union. 

Not surpriSingly-and who can blame them for seeking to bolster their 

own self-confidence?-they tend to exaggerate their own role in pre

cipitating its demise. As a result, many of the Western strategies tried 

back then, like smuggling in photocopiers and fax machines, facilitating 

the flow of samizdat, and supporting radio broadcasts by Radio Free 

Europe and the Voice ofAmerica, are given much more credit than they 

deserve. 

Such belated Cold War triurnphalism results in an egregious logical fal

lacy. Since the Soviet Union eventually fell, those strategies are presumed 
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to have been extremely effective- in fac t, cru cial to th e whole en

deavor. The implications of such a view for the future of democracy 

promotion are tremendous, for they suggest that large doses of infor

mation and communications technology are lethal to the most repres
sive of regimes. 

Much of the present excitement about the Internet, particularly the 

high hopes that are pinned on it in terms ofopening up closed societies, 

stems from such selective and, at times, incorrect readings of history, 

rewritten to glorify the genius ofRonald Reagan and minimize the role 

of structural conditions and the inherent contradictions of the Soviet 
system. 

It's for these chiefly historical reasons that the Internet excites so 

111,lI1y sc,lsoned and soph ist icated decision makers who should really 

1'~I HlW Iwtll' r. Vi ewing it th rough the prism of the Cold War, they endow 

tIH: lntl' l lH't With nC::l rl y J1I :lgical qualitiesj for them, it's the ultimate 

l;hl\\t ,,11l'l' t t h,1 t ( ou ld Il eip th e Wes t fina lly defeat its authoritarian ad

V(:I\, I I It" C IW I ' l h,ll it 's the on I y ray of li ght in an otherwise dark intel

kl' tll,\1 tll lll1 l' l llf dcmoc. r::l cy promotion, the Internet's prominence in 
'lil U I C policy planning is assured. 

And at Clrst sight it seems like a brilliant idea. It's like Radio Free Eu

rope on steroids. And it 's cheap, too: no need to pay for expensive pro

gramming, broadcasting, and, if everything else fails, propaganda. After 

all, Internet users can discover the truth about the horrors of their 

regimes, about the secret charms of democracy, and about the irre

sistible appeal of universal human rights on their own, by turning to 

search engines like Google and by following their more politically savvy 

friends on social networking sites like Facebook. In other words, let 

them tweet, and they will tweet their way to freedom. By this logic, au

thoritarianism becomes unsustainable once the barriers to the free flow 

ofinformation are removed. If the Soviet Union couldn't survive a pla

toon ofpamphleteers, how can China survive an army ofbloggers? 

It's hardly surprising, then, that the only place where the West (es

pecially the United States) is still unabashedly eager to promote de

mocracy is in cyberspace. The Freedom Agenda is outj the Twitter 

Agenda is in. It's deeply symbolic that the only major speech about free-

I"ltili/Ilf/IIIII 

du m givc n by :l senior member of the Obama administration was 

1'lill.lI y Cl inton's speech on lnternetfreedom in January 2010. It looks 

likc .l safe bet: Even if the Internet won't bring democracy to China or 

Irail, it can still make the Obama administration appear to have the 

1110st technologically savvy foreign policy team in history. The best and 

lhe brightest are now also the geekiest. The Google Doctrine-the en

lh usiastic belief in the liberating power of technology accompanied by 

the irresistible urge to enlist Silicon Valley start-ups in the global fight 

[or freedom-is ofgrowing appeal to many policymakers. In fact, many 

f them are as upbeat about the revolutionary potential of the Internet 

as their colleagues in the corporate sector were in the late 1990s. What 

could pOSSibly go wrong here? 

As it turns out, quite a lot. Once burst, stock bubbles have few lethal 

consequencesj democracy bubbles, on the other hand, could eaSily lead 

to carnage. The idea that the Internet favors the oppressed rather than 

the oppressor is marred by what I call cyber-utopianism: a naIve belief 

in the emancipatory nature of online communication that rests on a 

stubborn refusal to acknowledge its downside. It stems from the starry

eyed digital fervor of the 1990s, when former hippies, by this time en

sconced in some ofthe most prestigious universities in the world, went 

on an argumentative spree to prove that the Internet could deliver what 

the 1960s couldn't: boost democratic participation, trigger a renais

sance of moribund communities, strengthen associational life, and 

serve as a bridge from bowling alone to blogging together. And if it 

works in Seattle, it must also work in Shanghai. 

Cyber-utopians ambitiously set out to build a new and improved 

United Nations, only to end up with a digital Cirque du Soleil. Even if 

true-and that's a gigantic "if" -their theories proved difficult to adapt 

to non-Western and particularly nondemocratic contexts. Democrati

cally elected governments in North America and Western Europe may, 

indeed, see an Internet-driven revitalization of their public spheres as 

a good thingj logically, they would prefer to keep out of the digital 

sandbox-at least as long as nothing illegal takes place. Authoritarian 

governments, on the other hand, have invested so much effort into sup

pressing any form offree expression and free assembly that they would 
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never behave in such a civilized fashion. The early theorists of the In

ternet's influence on politics failed to make any space for the state, let 

alone a brutal authoritarian state with no tolerance for the rule oflaw 

or dissenting opinions. Whatever book lay on the cyber-utopian bed

side table in the early 1990s, it was surely not Hobbes's Leviathan. 

Failing to anticipate how authoritarian governments would respond 

to the Internet, cyber-utopians did not predict how useful it would 

prove for propaganda purposes, how masterfully dictators would learn 

to use it for surveillance, and how sophisticated modern systems ofIn

ternet censorship would become. Instead most cyber-utopians stuck to 

a populist account of how technology empowers the people, who, op

pressed by years of authoritarian rule, will inevitably rebel, mobilizing 

themselves through text messages, Facebook, Twitter, and whatever 

rlew too l co mes 310ng next yea r. (The people, it must be noted, really 

Ilkl'd to hear such th eories. ) Paradoxically, in their refusal to see the 

dtlWl1, ld l' o f"lh l' new digit31 envi ronment, cyber-utopians ended up be

1 11111I 1~ t Ill' lO re (' rthe Internel, refusing to see that it penetrates and re

ltapl'" ,iii w.llks ( I f po liti ca l life, not just the ones conducive to 
dl'IIHH.. I .lli"l.ltio n . 

I mysc lrwas intoxicated with cyber-utopianism until recently. This 

book is an attempt to come to terms with this ideology as well as a 

warn ing against the pernicious influence that it has had and is likely to 

continue to have on democracy promotion. My own story is fairly typ

ical ofidealistic young people who think they are onto something that 

could change the world. Having watched the deterioration of demo

cratic freedoms in my native Belarus, I was drawn to a Western NGO 

that sought to promote democracy and media reform in the former So

viet bloc with the help of the Internet. Blogs, s¥ ial networks, wikis: 

We had an arsenal ofweapons that seemed far more potent than police 
batons, surveillance cameras, and handcuffs. 

Nevertheless, after I spent a few busy years circling the former Soviet 

region and meeting with activists and broggers, I lost my enthusiasm. 

Not only were our strategies failing, but we also noticed a significant 

push back from the governments we sought to challenge. They were be

ginning to experiment with censorship, and some went so far as to start 

Ill/mi/l/lt,ll" 

.lggrcss ively engaging with new media themselves, paying bloggers to 

spread p ropaganda and troll social networking sites looking for new in

rmation on those in the opposition. In the meantime, the Western 

obsession with the Internet and the monetary support it guaranteed 

created numerous hazards typical ofsuch ambitious development proj

ects. Quite predictably, many of the talented bloggers and new media 

entrepreneurs preferred to work for the extremely well-paid but largely 

ineffective Western-funded projects instead of trying to create more 

nimble, sustainable, and, above all, effective projects of their own. Thus, 

everything we did-with generous funding from Washington and 

Brussels-seemed to have produced the results that were the exact op

posite ofwhat my cyber-utopian self wanted. 

It was tempting to throw my hands up in despair and give up on the 

Internet altogether. But this would have been the wrong lesson to draw 

from these disappointing experiences. Similarly, it would be wrong for 

Western policymakers to simply dismiss the Internet as a lost cause and 

move on to bigger, more important issues. Such digital defeatism would 

only play into the hands of authoritarian governments, who would be 

extremely happy to continue using it as both a carrot (keeping their 

populace entertained) and a stick (punishing those who dare to chal

lenge the official line). Rather, the lesson to be drawn is that the Inter

net is here to stay, it will continue growing in importance, and those 

concerned with democracy promotion need not only grapple with it 

but also come up with mechanisms and procedures to ensure that an

other tragic blunder on the scale ofAbu Ghraib will never happen in 

cyberspace. This is not a far-fetched scenario. How hard is it to imagine 

a site like Facebook inadvertently disclosing the private information of 

activists in Iran or China, tipping off governments to secret connections 

between the activists and their Western funders? 

To be truly effective, the West needs to do more than just cleanse it

self of cyber-utopian bias and adopt a more realist posture. When it 

comes to concrete steps to promote democracy, cyber-utopian convic

tions often give rise to an equally flawed approach that I dub "Internet

centrism:' Unlike cyber-utopianism, Internet-centrism is not a set of 

beliefsj rather, it's a philosophy of action that informs how decisions, 
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including those that deal with democracy promotion, are made and 

how long-term strategies are crafted. While cyber-utopianism stipulates 

what has to be done, Internet-centrism stipulates how it should be done. 

Internet-centrists like to answer every question about democratic 

change by first reframing it in terms af the Internet rather than the con

text in which that change is to occur. They are often completely obliv

ious to the highly political nature of technology, especially the Internet, 

and like to come up with strategies that assume that the logic of the In

ternet, which, in most cases, they are the only ones to perceive, will 

shape every environment than it penetrates rather than vice versa. 

While most utopians are Internet-centrists, the latter are not neces

sarily lltop ians. In fact, many of them like to think ofthemselves as prag

m,1ti c individll als who have abandoned grand theorizing about utopia 

I II tIH' n .l m c o f ac hi eving tangible results. Sometimes, they are even 

1"1A~' 1 til . \ ~ knowledge Lh"l it t"kes more than bytes to foster, install, and 

ratic regime. 

I IH'i " 1l',lI i\ l ll tO lwi CLi ons, however, rarely make up for their flawed 

11H't htldll logYl whi ch prio riti zes the tool over the environment, and, as 

~ lI l h , IS d c.1f LO lhe social, cultural, and political subtleties and indeter

minacies. lntefllet-centrism is a highly disorienting drugj it ignores con

text and entraps policymakers into believing that they have a useful and 

powerful ally on their side. Pushed to its extreme, it leads to hubris, ar

rogance, and a false sense ofconfidence, all bolstered by the dangerous 

illusion ofhaving established effective command ofthe Internet. All too 

often, its practitioners fashion themselves as possessing full mastery of 

their favorite tool, treating it as a stable and finalized technology, obliv

ious to the numerous forces that are constantly reshaping the Internet

not all of them for the better. Treating the Internet as a constant, they 

fail to see their own responsibility in preserving its freedom and rein

ing in the ever-powerful intermediaries, companies like Coogle and 

Facebook. • 

As the Internet takes on an even greater role in the politics ofboth 

authoritarian and democratic states, the pressure to forget the context 

and start with what the Internet allows will only grow. All by itsel£ how

ever, the Internet provides nothing certain. In fact, as has become ob

i li/ I Orl ll(/ICIlI xvii 

vio us in lOO L11 an y co ntexts, it empowers the strong and disempowers 

lhe weak. It is impossible to place the Internet at the heart of the en

terprise of democracy promotion without risking the success of that 

very enterprise. 

The premise of this book is thus very simple: To salvage the Inter

net's promise to aid the fight against authoritarianism, those of us in 

the West who still care about the future of democracy will need to ditch 

both cyber-utopianism and Internet-centrism. Currently, we start with 

a flawed set ofassumptions (cyber-utopianism) and act on them using 

a flawed, even crippled, methodology (Internet-centrism). The result 

is what I call the Net Delusion. Pushed to the extreme, such logic is 

poised to have significant global consequences that may risk undermin

ing the very project of promoting democracy. It's a folly that the West 

could do without. 

Instead, we'll need to opt for policies informed by a realistic assess

ment of the risks and dangers posed by the Internet, matched by a 

highly scrupulous and unbiased assessment of its promises, and a 

theory ofaction that is highly sensitive to the local context, that is cog

nizant of the complex connections between the Internet and the rest 

offoreign policymaking, and that originates not in what technology al

lows but in what a certain geopolitical environment requires. 

In a sense, giving in to cyber-utopianism and Internet-centrism is 

akin to agreeing to box blindfolded. Sure, every now and then we may 

still strike some powerful blows against our authoritarian adversaries, 

but in general this is a poor strategy if we want to win. The struggle 

against authoritarianism is too important ofa battle to fight with a vol

untary intellectual handicap, even if that handicap allows us to play with 

the latest fancy gadgets. 



.... 

chapter eleven 

The Wicked Fix 

., ... 

I n 1966 the University of Chicago Magazine published a brief but ex

tremely provocative essay by Alvin Weinberg, a prominent physicist 

and head of Oak Ridge National Laboratory, once an important part of 

the Manhattan Project. Titled "Can Technology Replace Social Engi

neering?" the essay, best described as an engineer's cri de coeur, argued 

that "profound and infinitely complicated social problems" can be cir

cumvented and reduced to simpler technological problems. The latter, 

in turn, can be solved by applying "quick technological fixes" to them, 

fixes that are "within the grasp ofmodern technology, and which would 

either eliminate the original social problem without requiring a change 

in the individual's social attitudes, or would so alter the problem as to 

make its resolution more feasible:' 

One of the reasons why the essay received so much attention was 

because Weinberg's ultimate technological fix-the one that could end 

all wars-was the hydrogen bomb. As it "greatly increases the provo

cation that would precipitate large-scale war," he argued, the Soviets 

would recognize its destructive power and hold considerably less mil

itarist attitudes as a result. This was an interesting argument to make 
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in 1966} and the essay still has relevance today. Weinberg's fascination 

with "technological fixes" was largely the product ofan engineer's frus 

tration with the other} invariably less tractable} and more controversial ... 
alternative of the day: social engineering. Social engineers} as opposed 

to technologists} tried to influence popular attitudes and social behavior 

ofcitizens through what nontechnologists refer to as "policy" but what 

Weinberg described as "social devices": education} regulation} and a 

complicated mix of behavioral incentives. 

Given that technology could help accomplish the same objectives 

more effectively} Weinberg believed that social engineering was too ex

pensive and risky. It also helped that "technological fixes" required no 

profound changes in human behavior and were thus more reliable. If 
people are given to bouts of excessive drinking} Weinberg's preferred 

response would be not to organize a public campaign to caution them 

to drink responsibly or impose heavier fines for drunk driving but to 

design a pill that would help to dampen the influence of the alcohol. 

Human nature was corrupt} and Weinberg's solution was to simply ac

cept this and work around it. Weinberg was under no illusion that he 

was eliminating the root causes of the problem; he knew that techno

logical fixes can't do that. All technology could do was to mitigate the 

social consequences of that problem} "to provide the social engineer 

broader options} to make intractable social problems less intractable ... 

and [to] buy time-that precious commodity that converts social rev

olution into acceptable social evolution:' It was a pragmatic approach 

ofa pragmatic man. 

Upon publication} Weinberg's essay launched a heated debate be

tween technologists and social engineers. This debate is still raging 

today, in part because Google} founded by a duo ofextremely ambitious 

engineers on a crusade to "organize the world's information and make 

it universally accessible and useful;' has put the production of techno

logical fixes on something of an industrial scale. Make the world's 

knowledge available to everyone? Take photos of all streets in th e 

world? How about feeding the world's books into a scanner and dealing 

with the consequences later? Name a problem that has to deal with in

formation} and Google is already on top of it. 

The Wicked Fix 

Why the Ultimate Technological Fix Is Online 

It's not all Google's fault. There is something about the Internet and its 

do-it-yourself ethos that invites an endless production of quick fixes} 

bringing to mind the mathematician John von Neumann's insightful ob

servation that "technological possibilities are irresistible to man. Ifman 

can go to the moon} he will. Ifhe can control the climate} he will" (even 

though on that last point) von Neumann may have been a bit off). With 

the Internet} it seems} everything is irresistible} if only because every

thing is within easy grasp. It's the Internet} not nuclear power} that is 

widely seen as the ultimate technological fix to all of humanity's prob

lems. It won't solve them} but it could make them less visible or less 

painful. 
As the Internet makes technological fixes cheaper} the temptation to 

apply them even more aggressively and indiscriminately also grows. And 

the easier it is to implement them} the harder it is for internal critics to 

argue that such fixes should not be tried at all. In most organizations} 

low cost-and especially in times ofprofound technological change

is usually a strong enough reason to try something} even if it makes little 

strategic sense at the time. When technology promises so much and de
mands so little} the urge to find a quick fix is} indeed} irresistible. Poli

cymakers are not immune to such temptations either. When it's so easy 

and cheap to start a social networking site for activists in some author

itarian country} a common gut reaction is usually "It should be done:' 

That cramming personal details ofall dissidents on one website and re

vealing connections among them may outweigh the benefits ofproviding 

activists with a cheaper mode of communication only becomes a con

cern retroactively. In most cases} ifit can be done} it will be done. URLs 

will be bought} sites will be set up} activists will be imprisoned} and 

damning press releases will be issued. Likewise} given the undeniable 

mobilization advantages of the mobile phone} one may start singing its 

praises before realizing that it has also provided the secret police with a 

unique way to track and even predict where the protests may break out. 

The problem with most technological fixes is that they come with 

costs unknown even to their fiercest advocates. Historian of science 
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Lisa Rosner argues that "technological fixes, because they attack symp

toms but don't root out causes, have unforeseen and deleterious side 

effects that may be worse than the social problem they were intended 

to solve:' It's hard to disagree, even m1 re so in the case of the Internet. 

When digital activism is presented as the new platform for campaigning 

and organizing, one begins to wonder whether its side effects-further 

disengagement between traditional oppositional forces who practice 

real politics, no matter how risky and boring, and the younger genera

tion, passionate about campaigning on Facebook and Twitter-would 

outweigh the benefits of cheaper and leaner communications. If the 

hidden costs ofdigital activism include the loss ofcoherence, morality, 

or even sustainability of the opposition movement, it may not be a so

lution worth pursuing. 

Another problem with technological fixes is that they usually rely 

on extremely sophisticated solutions that cannot be easily understood 

by laypeople. The claims of their advocates are, thus, almost impene

trable to external scrutiny, while their ambitious promise-the elimi

nation ofsome deeply entrenched social ill-makes such scrutiny, even 

if it is pOSSible, hard to mount. Not surprisingly, the dangerous fasci

nation with solving previously intractable social problems with the 

help of technology allows vested interests to disguise what essentially 

amounts to advertiSing for their commercial products in the language 

of freedom and liberation. It's not by coincidence that those who are 

most vocal in proclaiming that the most burning problems ofInternet 

freedom can be solved by breaking a number offirewalls happen to be 

the same people who develop and sell the technologies needed to 

break them. Obviously they have no incentive to point out that one 

needs to be fighting other, nontechnological problems or to disclose 

problems with their own technologies. The founders ofHaystack rarely 

bothered to highlight the flaws in their own software-let alone dis 

close that it was still in the testing stage-and the media never both

ered to ask. As the Haystack fiasco so clearly illustrates, even being able 

to ask the right technological questions requires a good grasp of the 

sociopolitical context in which a given technology is supposed to b e 

used. 

The Wicked Fix 

This points to another commonly overlooked problem: Our grow

ing commitment to the instruments we use to implement "technolog

ical fixes" for what may be important global problems greatly restrains 

our ability to criticize those who own the rights to those fixes. Every 

new article or book about a Twitter Revolution is not a triumph ofhu

manitYi it is a triumph ofTwitter's marketing department. In fact, Sili

con Valley's marketing geniuses may have a strong interest in misleading 

the public about the similarity between the Cold War and today: The 

Voice of America and Radio Free Europe still enjoy a lot of goodwill 

with policymakers, and having Twitter and Facebook be seen as their 

digital equivalents doesn't hurt their publicity. 

What We Talk About When We Talk About Code 

Perhaps most disturbingly, reframing social problems as a series of tech

nological problems distracts policymakers from tackling problems that 

are nontechnological in nature and cannot be reframed. As the media 

keep trumping the role that mobile phones have played in fueling eco

nomic growth in Africa, policymakers cannot afford to forget that in

novation by itself will not rid African nations of the culture ofpervasive 

corruption. Such an achievement will require a great deal of political 

will. In its absence, even the fanciest technology would go to waste. 

The funds for the computerization of Sudan would remain unspent, 

and computers would remain untouched, as long as many of the re

gion's politicians are "more used to carrying AK-47s and staging am

bushes than typing on laptops," as a writer for the Financial Times so 

aptly put it. 
On the contrary, when we introduce a multipurpose technology like 

a mobile phone into such settings, it can often have side effects that 

only aggravate existing social problems. Who could have predicted that, 

learning of the multiple money transfer opportunities offered by mo

bile banking, corrupt Kenyan police officers would demand that drivers 

now pay their bribes with much-easier-to-conceal transfers of air time 

rather than cash? In the absence of strong political and social institu

tions, technology may only precipitate the collapse of state power, but 
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it is easy to lose sight ofreal-world dynamics when one is so enthralled 

by the supposed brilliance ofa technological fix. Otherwise policymak

ers risk falling into unthinking admiration of technology as panacea) 
... 

which the British architect Cedric Price once ridiculed by pondering) 

"Technology is the answer) but what was the question?" 

When technological fixes fail) their proponents are usually quick to 

suggest another) more effective technological fix as a remedy-and 

fight fire with fire. That is) they want to fight technology's problems 

with even more technology. This explains why we fight climate change 

by driving cars that are more fuel-efficient and protect ourselves from 

Internet surveillance by relying on tools that encrypt our messages and 

conceal our identity. Often this only aggravates the situation) as it pre

cludes a more rational and comprehensive discussion about the root 

causes of a problem) pushing us to deal with highly visible and incon

sequential symptoms that can be cured on the cheap instead. This cre

ates a never-ending and extremely expensive cat-and-mouse game in 

which) as the problem gets worse) the public is forced to fund even 

newer) more powerful tools to address it. Thus we avoid the search for 

a more effective nontechnological solution that) while being more ex

pensive (politically or financially) in the short-term) could end the 

problem once and for all. We should resist this temptation to fix tech

nology's excesses by applying even more technology to them. 

How) for example) do most Western governments and foundations 

choose to fight Internet censorship by authoritarian governments? Usu

ally by funding and promoting technology that helps circumvent it. 

This may be an appropriate solution for some countries-think) for 

example) of North Korea) where Western governments have very little 

diplomatic and political leverage-but this is not necessarily the best 

approach to handle countries that are nominally Western allies. 

In such cases) a nearly exclusive focus on fighting censorship with 

anticensorship tools distracts policymakers from addressing the root 

causes of censorship) which most often have to do with excessive re

strictions that oppressive governments place on free speech. The easy 

availability of circumvention technology should not preclude policy

makers from more ambitious-and ultimately more effective-ways 
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of engagement. Otherwise) both Western and authoritarian govern

ments get a free pass. Democratic leaders pretend that they are once 

again heroically destroying the Berlin Wall) while their authoritarian 

counterparts are happy to play along) for they have found other effec

tive ways to control the Internet. 

In an ideal world) the Western campaign to end Internet censorship 

in Tunisia or Kazakhstan would primarily revolve around exerting po

litical pressure on their West-friendly authoritarian rulers and would 

deal with the omine world of newspapers and magazines as well. In 

many of these countries) muzzling journalists would continue to be the 

dominant tactic of suppressing dissent until) at least) more of their cit

izens get online and start using it for more activities than just using 

email or chatting with their relatives abroad. Allowing a handful ofblog

gers in Tajikistan to circumvent the government's system of Internet 

controls means little when the vast majority of the population get their 

news from radio and television. 

Except for his ruminations about hydrogen bombs and war) Wein

berg did not discuss how technological fixes might affect foreign policy. 

Nevertheless) one can still trace how a tendency to frame foreign policy 

problems in terms oftechnological fixes has affected Western thinking 

about authoritarian rule and the role that the Internet can play in un

dermining it. One ofthe most peculiar features ofWeinberg's argument 

was his belief that the easy availability of clear-cut technological solu

tions can help policymakers better grasp and identify the problems 

they face. "The [social] problems are) in a way) harder to identify just 

because their solutions are never clear-cut/' wrote Weinberg. "By con

trast) the availability of a crisp and beautiful technological solution 

often helps focus on the problem to which the new technology is the 

solution." 

In other words) just because policymakers have "a crisp and beauti

ful technological solution" to break through firewalls) they tend to be

lieve that the problem they need to solve is) indeed) that of breaking 

firewalls) while often this is not the case at all. Similarly) just because 

the Internet-that ultimate technological fix-can help mobilize people 

around certain causes) it is tempting to conceptualize the problem in 
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terms of mobilization as well. This is one of those situations in which 

the unique features of technological fixes prevent policymakers from 

discovering the multiple hidden dimensions of the challenge, leading 
" them to identify and solve problems that are easily solvable rather than 

those that require immediate attention. 

Many calls to apply technological fixes to complex social problems 

smack of the promotion of technology for technology's own sake-a 

technological fetishism of an extreme variety-which policymakers 

should resist. Otherwise, they run the risk ofprescribing their favorite 

medicine based only on a few common symptoms, without even both

ering to offer a diagnosis. But as it is irresponsible to prescribe cough 

medicine for someone who has cancer, so it is to apply more technology 

to social and political problems that are not technological in nature. 

Taming the Wicked Authoritarianism 

The growing supply of technological and even social fixes presupposes 

that the problem ofauthoritarianism can be fixed. But what if it is sim

ply an unsolvable problem to begin with? To ask this question is not to 

suggest that there will always be evil and dictators in the worldj rather, 

it is to question whether, from a policy-planning perspective, one can 

ever find the right mix of policies and incentives that could be de

scribed as a "solution" and could then be applied in completely different 

environments. 

In 1972, Horst Rittel and Melvin Webber, two influential design the

orists at the University of California at Berkeley, published an essay 

with the unpromising title of "Dilemmas in a General Theory ofPlan

ning:' The essay, which quickly became a seminal text in the theory of 

planning, argued that, with the passing ofthe industrial era, the modern 

planner's traditional focus on efficiency-performing specific tasks with 

low inputs of resources-has been replaced by a focus on outputs, en

trapping the planner in an almost never-ending ethical investigation of 

whether the produced outputs were socially desirable. But the growing 

complexity of modern societies made such investigations difficult to 

conduct. As planners began to "see social processes as the links tying 
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open systems into large and interconnected networks ofsystems, such 

that outputs from one become inputs to others," they were no longer 

certain of"where and how [to] intervene even if [ they] do happen to 

know what aims [ they] seek." In a sense, the sheer complexity of the 

modern world has led to planning paralysis, as the very solutions to 

older problems inevitably create problems oftheir own. This was a de

pressing thought. 

Nevertheless, Rittel and Webber proposed that instead of glossing 

over the growing inefficiency of both technological and social fixes, 

planners-and policymakers more generally-should confront this 

gloomy reality and acknowledge that no amount of careful planning 

would resolve many of the problems they were seeking to tackle. To 

better understand the odds ofsuccess, they proposed to distinguish be

tween "wicked" and "tame" problems. Tame or benign problems can 

be precisely defined, and one can easily tell when such problems have 

been solved. The solutions may be expensive but are not impossible 

and, given the right mix of resources, can usually be found. Designing 

a car that burns less fuel and attempting to accomplish checkmate in 

five moves in chess are good examples of typical tame problems. 

Wicked problems, on the other hand, are more intellectually chal

lenging. They are hard to define-in fact, they cannot be defined until 

a solution has been found. But they also have no stopping rule, so it's 

hard to know when that has happened. Furthermore, every wicked 

problem can be considered a symptom ofanother, "higher-level" prob

lem and thus should be tackled on the highest possible level, for "if ... 

the problem is attacked on too Iowa level, then success of resolution 

may result in making things worse, because it may become more diffi

cult to deal with the higher problems:' 

Solutions to such problems are never true or false, like they are in 

chess, but rather good or bad. As such, there could never be a single 

"best" solution to a wicked problem, as "goodness" is too contentious 

ofa term to satisfy everyone. Worse, there is no immediate or ultimate 

test for the effectiveness ofsuch solutions, as their side effects may take 

time to surface. In addition, any such solution is also a one-shot oper

ation. Since there is no opportunity to learn by trial and error, every 
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trial counts. Unlike a lost chess game} which is seldom consequential 

for other games or non-chess-players} a failed solution to a wicked 

problem has long-term and largely unpredictable implications far be
" yond its original context. Every solution} as the authors put it} "leaves 

traces that cannot be undone:' 

The essay contained more than a taxonomy of various planning 

problems. It also contained a valuable moral prescription: Rittel an d 

Webber thought that the task of the planner was not to abandon the 

fight in disillusionment but to acknowledge its challenges and find ways 

to distinguish between tame and wicked problems} not least because it 

was "morally objectionable for the planner to treat a wicked problem as 

though it were a tame one:' They argued that the planner} unlike the sci

entist} has no right to be wrong: "In the world ofplanning ... the aim is 

not to find the truth} but to improve some characteristic of the world 

where people live. Planners are liable for the consequences ofthe actions 

they generate:' It's a formidable moral imperative. 

Even though Rittel and Webber wrote the essay with highly technical 

domestic policies in mind} anyone concerned with the future ofdemoc

racy promotion and foreign policy in general would do well to heed thei r 

advice. Modern authoritarianism} by its very constitution} is a wicked} 

not a tame} problem. It cannot be "solved" or "engineered away" by a few 

lines of genius computer code or a stunning iPhone app. The greatest 

obstacle that Internet-centric initiatives like Internet freedom pose to 

this fight is that they misrepresent uber-wicked problems as tame ones. 

They thus allow policymakers to forget that the very act ofchoosing one 

solution over another is pregnant with political repercussionsj it is not a 

mere chess game they are playing. But while it is hard to deny that wicked 

problems defy easy solutions} it doesn't mean that some solutions 

wouldn't be more effective (or at least less destructive) than others. 

From this perspective} a "war on authoritarianism"-or its younger 

digital sibling} a "war for Internet freedom"-is as misguided as a "war 

on terror." Not only does such terminology mask the wicked nature of 

many problems associated with authoritarianism} concealing a myriad 

of complex connections between them} it suggests-falsely-that such 

a war can be won ifonly enough resources are mobilized. Such aggran-
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dizement is oflittle help to a policy planner} who instead should be try

ing to grasp how exactly particular wicked problems relate to their con

text and what may be done to isolate and tackle them while controlling 

for side effects. The overall push} thus} is away from the grandiose and 

the rhetorical-qualities inherent in highly ambiguous terms like "In

ternet freedom" -and toward the miniscule and the concrete. 

Assuming that wicked problems lumped under the banner ofInter

net freedom could be reduced to tame ones won't help either. Western 

policymakers can certainly work to undermine the information trinity 

of authoritarianism-propaganda} censorship} and surveillance-but 

they should not lose sight of the fact that all of them are so tightly in

terrelated that by fighting one pillar} they may end up strengthening 

the other two. And even their perception of this trinity may simply be 

a product of their own cognitive limitations} with their minds portray

ing the pillars they can fight rather than the pillars they should fight. 

Furthermore} it's highly doubtful that wicked problems can ever be 

resolved on a global scalej some local accomplishments-preferably 

not only of the rhetorical variety-is all a policymaker can hope for. 

To build on the famous distinction drawn by the Austrian philosopher 

Karl Popper} policymakers should not} as a general rule} preoccupy 

themselves with utopian social engineering-ambitious} ambiguous} 

and often highly abstract attempts to remake the world according to 

some grand plan-but rather settle for piecemeal social engineering 

instead. This approach might be less ambitious but often more effec

tivej by operating on a smaller scale} policymakers can still stay aware 

of the complexity of the real world and can better anticipate and miti

gate the unintended consequences. 

Prophecies Versus Profits 

Technological fetishism and a constant demand for technological fixes 

inevitably breed demand for technological expertise. Technological ex

perts} as clever as they may be on matters concerning technology} are 

rarely familiar with the complex social and political context in which 

the solutions they propose are to be implemented. 
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Nevertheless, whenever nontechnological problems are viewed 

through the lens of technology, it's technological experts who get th e 

last word. They design solutions that are often more complex than the 
~ 

problems they were trying to solve, while their effectiveness is often 

impossible to evaluate, as multiple solutions are being tried at once and 

their individual contributions are often hard to verify. Even the experts 

themselves have no full control over those technologies, for they trigger 

effects that could not have been anticipated. Still, this doesn't prevent 

the inventors from claiming their technologies behave according to ,1 

plan. It is hard to disagree with John Searle, an American philosopher 

at the University of California at Berkeley, when he writes that "the two 

worst things that experts can do when explaining ... technology to th l' 

general public are first to give the readers the impression that they un 

derstand something they do not understand, and second to give till' 

impression that a theory has been established as true when it has no t." 

Chances are that the technological visionaries we count on to guidl' 

us into a brighter digital future may excel at solving the wrong kind of 

problems. Their proposed solutions are technological by definition, for 

it's only by touting the benefits of technology that these visionaries havl' 

become publicly essential (or as the writer Chuck Klosterman 

pOignantly remarked, "the degree to which anyone values the Internet 

is proportional to how valuable the Internet makes that person"). Sincl' 

the only hammer such visionaries haveis the Internet, it's not surprisi n~ 

that every possible social and political problem is presented as an onlir ll' 

nail. 

Thus, most digital visionaries see the Web as a Swiss army kn ift· 

ready for any job at hand. They rarely alert us to the information black 

holes created by the Internet, from the sprawling surveillance apparalu\ 

facilitated by the public nature of social networking to the persistenn' 

ofmyth making and propaganda, which is much easier to produce and 

distribute in a world where every fringe movement blogs, tweets, an d 

Facebooks. The very existence ofsuch black holes suggests that we tn ,1 

not always be able to shape the effects of the Internet as we would li kl' 

The political philosopher Langdon Winner was right when he oh 

served in 1986 that "the sheer dynamism of technical and economH 
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activity in the computer industry evidently leaves its members little 

time to ponder the historical Significance oftheir own actiVitY:' Winner 

could not foresee that the situation would only get worse in the era of 

the Internet, now that the perpetual revolution it has unleashed has 

shortened the time and space left for analytical thinking. Nevertheless, 

Winner's conclusion-that "don't askj don't tell" is "the unspoken 

motto for today's technological visionaries" -still rings true today. 

Their technological fetishis~ combined with a strong penchant for 

populism-perhaps just a way of making the "little guys" in their fan 

base, now armed with iPhones and iPads, feel important-prevents 

most Internet gurus from asking uncomfortable questions about the 

social and political effects of the Internet. And why would they ask 

those questions if they might reveal that they, too, have little control 

over the situation? It's for this reason that the kind of future predicted 

by such gurus-and they do need to predict some plaUSible future to 

argue that their "fix" would actually work-is rarely reflective of the 
past. 

The technologists, especially technology visionaries who invariably 

pop up to explain technology to the wider public, "largely extrapolate 

from today or tomorrow while showing painfully limited interest in the 

past," as Howard Segal, another historian of technology, once mused. 

This, perhaps, explains the inevitable barrage of utopian claims every 

time a new invention comes along. After all, it's not historians of tech

nology but futurists-those who prefer to fantasize about the bright 

but unknowable future rather than confront the dark but knowable 

past-that make the most outrageous claims about the fundamental, 

world-transforming significance of any new technology, especially if it 

is already on its way to making the cover of Time magazine. 

As a result, excessive optimism about what technology has to offer, 

bordering at times on irrational exuberance, overwhelms even those 

with superior knowledge ofhistory, society, and politics. For better or 

worse, many such people don't have the resources (and time) for study

ing how every new iPhone app contributes to the progress of civiliza

tion and are thus in desperate need of expert judgment on how 

technology really transforms the world. It's thanks to their overblown 
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claims about yet another digital revolution that so many Internet gurus 

end up advising those in positions of power} compromising their own 

intellectual integrity and ensuring!he presence ofInternet-centrism in 

policy planning for decades to come. 

Hannah Arendt} one ofAmerica's most treasured public intellectuals} 

was aware of this problem back in the 1960s} when the "scientifically 

minded brain trusters" -Alvin Weinberg was just one ofmanYj another 

whiz kid with a penchant for computer modeling} Robert McNamara) 

was put in charge of the Vietnam War-were beginning to penetrate 

the corridors ofpower and influence government policy. "The trouble 

[with such advisers] is not that they are cold-blooded enough to 'think 

the unthinkable;" cautioned Arendt in "On Violence;' "but that they 

do not 'think:" "Instead ofindulging in such an old-fashioned) uncom

puterizable activity;' she wrote) "they reckon with the consequences of 

certain hypothetically assumed constellations without} however) being 

able to test their hypothesis against actual occurrences." A cursory 

glimpse at the overblown and completely unsubstantiated rhetoric that 

followed Iran's Twitter Revolution is enough to assure us that not much 

has changed. 

It was more than just the constant glorification of technical} largely 

quantitative expertise at the expense oferudition that bothered Arendt. 

She feared that increased reliance on half-baked predictions uttered by 

self-interested technological visionaries and the futuristic theories they 

churn out on an hourly basis would prevent policymakers from facing 

the highly political nature of the choices in front of them. Arendt WOf 

ried that "because of their inner consistency . .. [ such theories] have a 

hypnotic effectj they put to sleep our common sense:' The ultimate 

irony of the modern world) which is more dependent on technology 

than ever} is that) as technology becomes ever more integrated into po 

litical and social life} less and less attention is paid to the social and po

litical dimensions of technology itself. Policymakers should resist any 

effort to take politics out of technologyj they simply cannot afford tu 

surrender to the kind ofapolitical hypnosis that Arendt feared. The In

ternet is too important a force to be treated lightly or to be outsourced 

to know-all consultants. One may not be able to predict its impact 011 
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a particular country or social situation) but it would be foolish to deny 

that some impact is inevitable. Understanding how exactly various 

stakeholders-citizens} policymakers) foundations) journalists-can 

influence the way in which technology's political future unfolds is a 

quintessential question facing any democracy. 

More than just politics lies beyond the scope oftechnological analy

sisj human nature is also outside its grasp. Proclaiming that societies 

have entered a new age and embraced a new economy does not auto 

matically make human nature any more malleable) nor does it neces

sarily lead to universal respect for humanist values. People still lust for 

power and recognition) regardless of whether they accumulate it by 

running for office or collecting Facebook friends. As James Carey) the 

Columbia University media scholar} put it: "The 'new' man and woman 

of the 'new age' strikes one as the same mixture of greed} pride) arro

gance and hostility that we encounter in both history and experience." 

Technology changes all the timej human nature hardly ever. 

The fact that do-gooders usually mean well does not mitigate the 

disastrous consequences that follow from their inability (or just sheer 

lack ofambition) to engage with broader social and political dimensions 

of technology. As the German psychologist Dietrich Dorner observed 

in The Logic ofFailure) his masterful account ofhow decision-makers' in

grained psychological biases could aggravate existing problems and 

blind them to the far more detrimental consequences ofproposed solu

tions) "it's far from clear whether 'good intentions plus stupidity' or 'evil 

intentions plus intelligence' have wrought more harm in the world:' In 

reality) the fact that we mean well should only give us extra reasons for 

scrupulous self-retrospection) for) according to Dorner) "incompeten L 

people with good intentions rarely suffer the qualms of conscience that 

sometimes inhibit the doings ofcompetent people with bad intentions." 

After Utopia: The eyber-Realist Manifesto 

A few months after Hillary Clinton's speech on Internet freedom} Ethan 

Zuckerman) a senior researcher at Harvard University's Berkman Cen

ter for Internet and Society and a widely respected expert on Internet 
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censorship, penned a poignant essay titled "Internet Freedom: Beyond 

Circumvention;' one of the first serious attempts to grapple with th e 

policy implications ofWashington'~ new favorite buzzword. In it, Zuck 

erman made an important argument that building tools to break 

through authoritarian firewalls wouldn't be enough, because there are 

too many Internet users in China to make it affordable and too many 

nontechnological barriers to freedom of expression on the Web. "We 

can't circumvent our way around censorship .... The danger in heeding 

Secretary Clinton's call is that we increase our speed, marching in thc 

wrong direction," he wrote. 
His own contribution to the debate was to elucidate several theoric~ 

that may help policymakers better understand how the Internet can 

nudge authoritarian societies toward democratization. "To figure ou t 

how to promote internet freedom, I believe we need to start addressing 

the question: 'How do we think the Internet changes closed societies? '" 

wrote Zuckerman. He listed three good potential answers. One such 

theory states that providing access to suppressed information may 

eventually push people to change opinion of their governments, prc 

cipitating a revolution. Another one posits that if citizens have acces!> 

to various social networking sites and communication tools like Skypc, 

they are able to better plan and organize their antigovernment activity. 

A third theory predicts that by providing a rhetorical space where dit 

ferent ideas can be debated, the Internet will gradually empower a new 

generation ofleaders with a more modern set of demands. 

As Zuckerman correctly points out, all of these theories have SOll1 l' 

intellectual merit. The additional assumptions that he makes, either ex 

plicitly or implicitly, is that the American government has a separall' 

pot of money to spend on Internet freedom issues; that most of tim 

money would invariably go to fund technological rather than politic;ll 

solutions; and that the best thing to do is to prioritize which tools an' 

needed the most. Zuckerman's suggestion, then, is that policymakc" 

first need to figure out which theory is to guide their efforts in onli J1l' 

space and then rely on it to allocate their resources. Thus, ifthey expel. I 

to enact change by mobilizing citizens to rise up against their govern 

ments, they need to ensure that tools like Twitter and Facebook an' 
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widely available and resistant to both attempts to block access to them 

and DDoS attacks. In contrast, if they stick to the "liberated by facts" 

theory, they would need to prioritize access to blogs of the opposition 

as well as websites like Wikipedia, BBC News, and so forth. 

Instead offormulating a better theory to complement Zuckerman's, 

one needs to ponder what breeds demand for such theories in the first 

place. While it is hard to disagree with his warning that, in their pursuit 

of Internet freedom nirvana, policymakers may be speeding up in the 

wrong direction, Zuckerman's neo-Weinbergian philosophy of action 

seems much more ambiguous. It is founded on a belief that once poli

cymakers understand the "logic" ofthe Internet, which in Zuckerman's 

interpretation, inherently favors those challenging autocracy and power 

but in ways that we may not yet understand, they will be able to for

mulate smarter Internet poliCies and can then pursue a host of techno

logical solutions to accomplish the objectives of those policies. Thus, 

from Zuckerman's perspective, it's important to articulate numerous 

theories by which the Internet may be transforming autocracies and 

then act on those that best match the empirical reality. 

In the meantime, the mental gymnastics ofproposing and evaluating 

theories may also add meaning to the term "Internet freedom," which 

even Zuckerman acknowledges to be currently empty. It's this last point 

that is most troubling: Even though Zuckerman agrees that Internet 

freedom offers a poor foundation for effective foreign policy, he is nev

ertheless eager to propose-somewhat cynically-all sorts of fixes to 

make this foundation last for a year or two longer than it might other

wise. Unfortunately, those rare intellectuals who do know a great deal 

about both the Internet and the rest of the world-Zuckerman is also 

an Africa expert -prefer to spend their time seeking marginal improve

ments to wrong-headed policies, unable or unwilling to see through 

the pernicious Internet-centrism that permeates them and to reject 

their very foundation. (The situation is certainly not helped by the fact 

that the State Department funds some ofZuckerman's projects at Har

vard, as he himself acknowledged in the essay.) 

But an even greater problem with Zuckerman's approach is that, 

should the "logic" ofthe Internet defy his expectations and prove elusive, 
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nonexistent, or inherently antidemocratic, the rest of the proposed 

course of action also falls apart and is at best irrelevant and at worst de

ceptive. That the Internet may also be strengthening rather than un
~ 

dermining authoritarian regimes; that placing it at the cornerstone of 

foreign policy helps Internet companies deflect the criticism they so 

justly deserve; that a dedication to the highly abstract goal ofpromoting 

Internet freedom complicates a thorough assessment of other parts of 

foreign and domestic policies-these are not the kind of insights one 

is likely to gain while groping for a theory to justify one's own penchant 

for cyber-utopianism or Internet-centrism. As a result, many of these 

concerns barely register when future policies are being crafted. 

The way forward is not to keep coming up with new theories until 

they match one's existing biases about what the logic of the Internet is 

or should be like. Instead, one should seek to come up with a philoso

phy of action to help design policies that have no need for such logiC 

as their inputs. But while it's becoming apparent that policymakers 

need to abandon both cyber-utopianism and Internet-centrism, if only 

for the lack of accomplishment, it is not yet clear what can take their 

place. What would an alternative, more down-to-earth approach to pol

icymaking in the digital age-let's call it cyber-realism-look like? 

,Here are some preliminary notes that future theorists may find useful. 

Instead of trying to build a new shiny pillar to foreign policy, cyber

realists would struggle to find space for the Internet in existing pillars, 

not least on the desks of regional officers who are already highly sensi

tive to the political context in which they operate. Instead of centraliz

ing decision making about the Internet in the hands of a select few 

digerati who know the world ofWeb 2.0 start-ups but are completely 

lost in the world of Chinese or Iranian politics, cyber-realists would 

defy any such attempts at centralization, placing as much responsibility 

for Internet policy on the shoulders of those who are tasked with craft

ing and executing regional policy. 
Instead of asking the highly general, abstract, and timeless question 

of "How do we think the Internet changes closed societies?" they would 

ask "How do we think the Internet is affecting our existing policies on 

country X?" Instead of operating in the realm of the utopian and the 
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ahistorical, impervious to the ways in which developments in domestic 

and foreign policies intersect, cyber-realists would be constantly search

ing for highly sensitive points of interaction between the two. They 

would be able to articulate in concrete rather than abstract terms how 

specific domestic policies might impede objectives on the foreign pol

icy front. Nor would they have much tolerance for a black-and-white 

color scheme. As such, while they would understand the limitations of 

doing politics online, they wouldn't label all Internet activism as either 

useful or harmful based solely on its outputs, its inputs, or its objectives. 

Instead, they would evaluate the desirability of promoting such ac

tivism in accordance with their existing policy objectives. 

Cyber-realists wouldn't search for technological solutions to prob

lems that are political in nature, and they wouldn't pretend that such 

solutions are even possible. Nor would they give the false impression 

that on the Internet concerns over freedom of expression trump those 

over energy supplies, when this is clearly not the case. Such acknowl

edgments would only be factual rather than normative statements-it 

may well be that concerns over freedom of expression should be more 

important than concerns over energy supplies-but cyber-realists sim

ply would not accept that any such radical shifts in the value system of 

the entire policy apparatus could or should happen under the pressure 

of the Internet alone. 

Now would cyber-realists search for a silver bullet that could destroy 

authoritarianism-or even the next-to-silver-bullet, for the utopian 

dreams that such a bullet can even exist would have no place in their 

conception ofpolitics. Instead, cyber-realists would focus on optimiz

ing their own deciSion-making and learning processes, hoping that the 

right mix ofbureaucratic checks and balances, combined with the ap

propriate incentive structure, would identify wicked problems before 

they are misdiagnosed as tame ones, as well as reveal how a particular 

solution to an Internet problemmight disrupt solutions to other, non

Internet problems. 

Most important, cyber-realists wouldn't allow themselves to get 

dragged into the highly abstract and high-pitched debates about 

whether the Internet undermines or strengthens democracy. Instead, 
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they would accept that the Internet is poised to produce different policy 

outcomes in different environments and that a policymaker's chief ob

jective is not to produce a thoroug4, philosophical account of the In

ternet's impact on society at large but, rather, to make the Internet an 

ally in achieving specific policy objectives. 

Cyber-realists would acknowledge that by continuing to flirt with 

Internet-centrism and cyber-utopianism, policymakers are playing a 

risky game. Not only do they squander plenty of small-scale opportu

nities for democratization that the Internet has to offer because they 

look from too distant a perspective, but they also inadvertently em

bolden dictators and turn everyone who uses the Internet in authori

tarian states into unwilling prisoners. Cyber-realists would argue that 

this is a terribly expensive and ineffective way to promote democracyj 

worse, it threatens to corrupt or crowd out cheaper and more effective 

alternatives. For them, the promotion of democracy would be too im

portant an activity to run it out ofa Silicon Valley lab with a reputation 

for exotic experiments. Above all, cyber-realists would believe that a 

world made ofbytes may defy the law ofgravity but absolutely nothing 

dictates that it should also defy the law of reason. 
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